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1 5 Android OS Management

About This Chapter

This document describes how to use and upgrade the Android OS and how to
deploy applications in the Android OS.

(11 NOTE

Only the AR161FW-P-M5 supports the Android OS.

15.1 Licensing Requirements and Limitations for Android OS Management
This section provides the configuration precautions of Android OS management
function.

15.2 Logging In to and Operating the Android OS
15.3 Deploying APPs

15.4 System Upgrade

15.5 USB-based Deployment in the Android OS
15.6 FAQ About Android OS Management

15.1 Licensing Requirements and Limitations for
Android OS Management

This section provides the configuration precautions of Android OS management
function.

Involved Network Elements

None

Licensing Requirements

Android OS management function is a basic feature of a router and is not under
license control.
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Feature Limitations
Only the AR161FW-P-M5 supports the Android OS.

15.2 Logging In to and Operating the Android OS

Prerequisites

The mouse, keyboard, and display have been prepared.

Procedure

Step 1 Connect a mouse and a keyboard to the USB (Host) ports of the router.
{11 NOTE

The AR161FW-P-M5 supports Bluetooth connections. You can connect the mouse and
keyboard using Bluetooth.

Step 2 Connect the router to the display screen through a video cable. The router login
page is displayed on the screen, as shown in Figure 15-1.

Figure 15-1 Router login page

Step 3 Enter the initial password. You successfully log in to the router, as shown in Figure
15-2. The default username and password are available in AR Router Default
Usernames and Passwords (Enterprise Network or Carrier). If you have not
obtained the access permission of the document, see Help on the website to find
out how to obtain it.
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Figure 15-2 Router main page

Step 4 Click to access the APPS page, as shown in Figure 15-3.
{1 NOTE

Use the keyboard and mouse to view and set menus on the APPS page of the router.
e You can right-click on the main interface to return to the upper-level menu.
e You can also press ESC to return to the upper-level menu.

Figure 15-3 APPS page

Step 5 Configure the security settings of the router, as shown in Figure 15-4.
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Figure 15-4 Security page
*Security

DEVICE ADMINISTRATION

Unknown sources
Allow installation of non-Google Play apps
USER SETTINGS

Change password

Modify the lock screen time/s
LOG SETTINGS
Log ON

get log when open

e Choose Settings > Security > Change password to change the login

password.

(1] NOTE

- The password must be a string of 8 to 22 characters.

- A simple local user password may bring security risks, the user password must
consist of two types of characters, including uppercase letters, lowercase letters,

numerals, and special characters.

e Choose Settings > Security > Modify the lock screen time/s to set the

screen lock timeout.

(1] NOTE

By default, the screen lock timeout is 15 seconds.

e Choose Settings > Security. The security configuration page is displayed. In
Unknown sources, set whether to allow installation of unknown applications
to control the path where the applications are obtained.

--—-End

15.3 Deploying APPs

The APP deployment involves downloading, installing, updating, and uninstalling
third-party APPs. To download, install, and update third-party APPs, you must
remotely access the APP server for automatic operations. To uninstall third-party
APPs, you can use the remote APP server for automatic uninstallation or manually

perform the uninstallation operation on the Android OS.

APP Type

Table 15-1 describes the types of APPs on a router.
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Preparation

Table 15-1 APP type

APP Type Source Supported Operations
System APP Installed on a router before Update and uninstallation are
the router is delivered. not supported.

Third-party Downloaded from third-party | Download, installation,
APP channels such as the APP update, and uninstallation are
server and website. supported.

Deploy an APP server

Deploy an APP server before remotely downloading, installing, updating, or
uninstalling third-party APPs.

As shown in Figure 15-5, a router functions as a STA to access a remote APP
server through a WLAN network.

Figure 15-5 Networking diagram for installing and deploying an APP server

(- B A

APP server
192.168.1.1/24

Router

Edit the APP detection file

Edit the APP detection file on the APP server and set APP information. The format
of the APP detection file is as follows:

<?xml version="1.0" encoding="utf-8"?>

<list>

<apk>

<name>com.busap.busapbackground</name>

<version>1.0</version>

<target>ARMaster</target>

<status>install</status>
<url>http://192.168.1.1/appmanager/apk/BusapBackground.apk</url>
<startinfo>com.busap.busapbackground,com.busap.busapbackground.MainActivity</startinfo>
</apk>

</list>

Table 15-2 Description of fields in the APP detection file

Field Description
<list></list> Indicates that the APP detection file is in the list
format.
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Field Description
<apk></apk> Indicates that APP information is to be configured.

NOTE
To perform operations on multiple APPs, add this field in
the APP detection file.

<name></name>

Specifies the APP software package name.

<version></version>

Specifies the APP version number.

NOTE
This field must be set to the same as the version of the
APP to be installed, uninstalled, or updated. Otherwise,
the router repeatedly installs, uninstalls, or upgrades this
APP.

<target></target>

Specifies the model of the Android OS to which
the APP belongs.

<status></status>

Specifies the type of the operation on the APP. The
value can be:

e install: When the status is install, the router
checks whether the APP to be installed has
been installed. If not, the router installs the
APP. If so, the router compares whether the
version of the installed APP is the same as that
of the APP to be installed. If the versions are
different, the router installs the APP. If the
versions are the same, the router stops the
installation.

e uninstall: The router uninstalls the APP and
does not detect the version number.

<url></url>

Specifies the URL from which the APP is
downloaded.

<startinfo></startinfo>

Specifies information about automatic APP startup
when the router starts. The format is
<startinfo>package name, path name and type
name of the main activity to start</startinfo>. To
enable the APP to automatically start when the
router starts, configure this field.

Set the directory for storing the APP

Store the APP in the specified directory on the APP server, which must be

consistent with the directory specified by the <url></url> field in the APP
detection file. In this example, the APP is stored in the /appmanager/apk
directory of the root directory on the APP server.

Precautions

e If the router powers off or the network is disconnected during the remote APP
download, the download process is interrupted. After the router is powered on
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or the network connection is recovered, the router redownloads the APP and
overwrites the downloaded content.

Before deploying an APP, ensure that the router has a reachable route to the
APP server.

Before deploying the APP, log in to the Android OS of the router. For the login
procedure, see 15.2 Logging In to and Operating the Android OS.

Processes of Remotely Downloading, Installing, Upgrading, and Uninstalling

Third-Party APPs

The processes of remotely downloading, installing, upgrading, and uninstalling a
third-party APP are described as follows.

1.

Configure the URL of the APP detection file.

a.

Log in to the Android OS, open AppManager, and enter the URL
specified by the <url></url> field in the APP detection file on the top
address bar.

You need to enter the URL only once, which will always stay on
AppManager. If the Automatic Detection of Upgrade is enabled after
the router starts, the router automatically starts this APP, and reads the
APP detection file periodically or immediately when accessing the WLAN
network. Based on the APP list defined in the APP detection file, the
router can download, install, upgrade, and uninstall APPs.

By default, the Automatic Detection of Upgrade is enabled.
(Optional) Click ADD. The router starts detecting APPs.

{11 NOTE

Perform this step when you want to immediately download, install, upgrade, or
uninstall third-party APPs.

Download, install, upgrade, and uninstall a third-party APP.

Download and installation

The router reads the APP detection file. When detecting that an APP with
the operation type of install does not exist, the router automatically
downloads the APP from the APP server and installs the APP in the
internal storage.

Upgrade and installation

The router reads the APP detection file. When detecting that an APP with
the operation type of install has a different version from the local APP
version, the router automatically downloads the APP of the latest version
from the APP server and installs the APP in the internal storage.

Uninstallation

The router reads the APP detection file. When detecting that an APP with
the operation type of uninstall exists, the router automatically uninstalls
the APP from the internal storage.

After the preceding operations are complete, search for the installed APP by
choosing All Applications > Installed Applications, and check whether the
router operates the APP according to the configuration in the APP detection

file.
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Manually Uninstalling Third-Party APPs

In addition to uninstalling third-party APPs using the APP detection file, you can
manually uninstall a third-party APP.

1.

Log in to the Android OS, open AppManager, and click the third-party APP to
be uninstalled.

Click Uninstall. In the displayed dialog box, click OK.

Choose All Applications > Installed Applications to check whether the APP
is successfully uninstalled.

15.4 System Upgrade

15.4.1 Upgrading the System Using a USB Flash Drive

Preparation

Hardware environment

The hardware environment required for the upgrade is as follows:

USB port: The AR161, AR161W, AR161EW, AR161EW-M1 routers provide USB
2.0 ports.

USB flash drive:

- Ensure that the USB flash drive is compatible with the router. Huawei-
certified USB flash drives are recommended. The following USB flash
drives have passed Huawei certification:

® Netac: U208 (4 GB), U208S (16 GB)

®  Kingston: DT108, DT101 (8 GB), DTSE9 (8 GB, 16 GB)

=  SanDisk: CZ50 (8 GB, 16 GB), CZ36 (8 GB, 16 GB), CZ43 (16 GB)
= HP: V250W (8 GB, 16 GB)

®"  TOSHIBA: UHYBS-016GH/008GH

®"  PNY: HOOK Gold Edition (16 GB, 32 GB)

- The USB flash drive must use the FAT32 format; otherwise, set the format
to FAT32 before using the USB flash drive.

- The available space of the USB flash drive must be larger than the total
size of files to be loaded.

Files to be loaded

Files to be loaded include:

update.zip: indicates the target upgrade file, with the file name
extension .zip.

unlmt.cfg: indicates the unlimited upgrade in the period when the USB flash
drive is installed.
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Process

e once.cfg: indicates the one-time upgrade. That is, the system is upgraded only
for once in the period when the USB flash drive is installed. This file is
recommended for the system upgrade.

(1 NOTE

To download update.zip, visit http://support.huawei.com/enterprise and log in using a
registered user account. If you have no user account, click Register to apply for an account first.
Choose Software > Product Software > Enterprise Networking > Router > Access Router.
Download the system software matching the router.

The files once.cfg and unlmt.cfg are empty and used for the one-time upgrade and unlimited
upgrade respectively. They are mutually exclusive.

Copy files

Create the dload folder in the root directory of the USB flash drive, and copy the
files update.zip and once.cfg, or update.zip and unlmt.cfg to the dload folder.

(11 NOTE

e Do not power off the router when the router is copying files. Otherwise, the upgrade fails or
the router cannot start.

e Do not remove the USB flash drive before the upgrade is complete. Otherwise, data in the
USB flash drive may be damaged.

Install the USB flash drive and start the upgrade.

e One-time upgrade: After the USB flash drive is installed, the router checks
whether the sizes of the update.zip files in use and in the USB flash drive are
the same. If not, the router performs the upgrade. When the upgrade
succeeds, the router automatically restarts and runs the upgrade update.zip
file. In this case, the update.zip files in use and in the flash drive have the
same size. The router does not perform an upgrade if restarted.

e Unlimited upgrade: After the USB flash drive is installed, the router
automatically restarts and performs the upgrade without comparing the sizes
of the update.zip files in use and in the USB flash drive. When the upgrade
succeeds, the upgrade success message is displayed on the screen connected
to the router. The router does not restart or upgrade. After the USB flash drive
is removed, the router restarts. The upgrade is complete.

Verifying the Configuration

In the upgraded Android OS, choose Settings > All Settings > SYSTEM > About
AR > Android version and check the version.

15.4.2 Upgrading the System Through the Upgrade Server

Preparation

Deploy an upgrade server
Before a remote upgrade, deploy an upgrade server first.

As shown in Figure 15-6, a router functions as a STA to access a remote upgrade
server through a WLAN network.
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Figure 15-6 Networking diagram for remotely connecting a router to an upgrade
server

((co

Router
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Files to be loaded

Files to be loaded for the upgrade include the upgrade file of the Android OS, with
the file name extension .zip. The name of the upgrade file is update.zip.

(11 NOTE

To download update.zip, visit http://support.huawei.com/enterprise and log in using a
registered user account. If you have no user account, click Register to apply for an account first.
Choose Software > Product Software > Enterprise Networking > Router > Access Router.
Download the system software matching the router.

Edit the upgrade detection file

Edit the upgrade detection file on the upgrade server and set upgrade information.
The format of the upgrade detection file is as follows:

<?xml version="1.0" encoding="utf-8"?>

<list>

<update>

<target>AR</target>

<version>V200R005C30SPC100</version>
<urlemmc>http://www.example.com/appmanager/update/update.zip</urlemmc>
</update>

</list>

Table 15-3 Description of fields in the upgrade detection file

Field Description

<list></list> Indicates that the upgrade detection file is in the
list format.

<update></update> Indicates that upgrade information is to be
configured.
NOTE

To remotely upgrade multiple routers, add this field in
the upgrade detection file.

<target></target> Specifies the name of the device to be upgraded.
This field specifies the device to be upgraded.
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Field Description
<version></version> Specifies the target version.
NOTE

This field must be set to the same as the version in the
upgrade file to be downloaded. Otherwise, the system is
repeatedly upgraded.

<urlemmc></urlemmc> Specifies the eMMC URL from which the upgrade

file is downloaded.

Set the directory for storing the upgrade file

Store the upgrade file in the specified directory on the upgrade server, which must
be consistent with the directory specified by the <url></url> field in the upgrade
detection file. In this example, the upgrade file is stored in the /fappmanager/apk
directory of the root directory on the upgrade server.

Precautions

e If the router powers off or the network is disconnected during the upgrade
file download, the download process is interrupted. After the router is
powered on or the network connection is recovered, the router continues to
download the upgrade file but does not redownload the upgrade file. If the
upgrade file after the power-off changes, the new upgrade file overrides the
downloaded one.

e Before performing an upgrade, ensure that the router has a reachable route
to the upgrade server.

e Before performing an upgrade, log in to the Android OS of the router. For the
login procedure, see 15.2 Logging In to and Operating the Android OS.

Process

The upgrade process is as follows:

1. Configure the URL of the upgrade detection file.

a.

Log in to the Android OS, open AppManager, and enter the URL
specified by the <url></url> field in the upgrade detection file on the top
address bar.

You need to enter the URL only once, which will always stay on the
application manager. After startup, the router automatically performs the
upgrade and reads the upgrade detection file periodically or immediately
when accessing the WLAN network. If the current version is different
from the target version, the upgrade flag is not set, and the router is not
performing the download or upgrade operation, the router automatically
downloads the upgrade file.

(Optional) Click ADD. The router starts detecting the upgrade and
download the upgrade file.
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{11 NOTE

Perform this step when you want to immediately upgrade the Android OS and system
software.

2. Upgrade the system.

Store the upgrade file to the upgrade directory and set the upgrade flag.
Upon the next startup, the router performs the upgrade when detecting the
upgrade flag.

Verifying the Configuration

In the upgraded Android OS, choose Settings > All Settings > SYSTEM > About
AR > Android version and check the version.

15.5 USB-based Deployment in the Android OS

Pre-configuration Tasks

The device provides a USB 2.0 interface. Before configuring USB-based deployment
in the Android operating system (OS), prepare the following hardware
environment:

e USB flash drive

- Ensure that the USB flash drive is compatible with the device. Huawei-
certified USB flash drives are recommended. Currently, the following USB
flash drives have passed Huawei certification:

®  Netac: U208 (4 GB), U208S (16 GB)
®=  Kingston: DT108, DT101 (8 GB), and DTSE9 (8 GB and 16 GB)

®  SanDisk: CZ50 (8 GB and 16 GB), CZ36 (8 GB and 16 GB), and CZ43
(16 GB)

=  HP: V250W (8 GB and 16 GB)
®  Toshiba: UHYBS-016GH/008GH

®  PNY: Golden Hook (16 GB and 32 GB)

- The USB flash drive must use the FAT32 format; otherwise, set the format
to FAT32 before using the USB flash drive.

- The available space of the USB flash drive must be larger than the total
size of files to be loaded.

e Mouse, keyboard, and display
Perform USB-based deployment after the Android OS runs properly.

Context

The device supports USB-based deployment using the Android OS software and
configuration file.
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If only the Android OS software is used, the deployment files are update.zip
and once.cfg, or update.zip and unlmt.cfg.

If only the configuration file is used, the deployment files are osp_settings.db
and once.cfg, osp_settings.db and unlmt.cfg, osp_settings.zip and once.cfg,
or osp_settings.zip and unlmt.cfg.

(10 NOTE

Only AR161FW-P-M5 and AR169-P-M9 supports this function.

If both the Android OS software and configuration file are used, the
deployment files are one of the following combinations:

- update.zip, osp_settings.db, and once.cfg
- update.zip, osp_settings.db, and unlmt.cfg
- update.zip, osp_settings.zip, and once.cfg
- update.zip, osp_settings.zip, and unlmt.cfg

(10 NOTE

Only AR161FW-P-M5 and AR169-P-M9 supports this function.

(1 NOTE

The files once.cfg and unlmt.cfg are empty text files used for one-time upgrade and
unlimited upgrade respectively. The two files are mutually exclusive.

The file osp_settings.db can only be used for the first USB-based deployment when the
device does not have a compression password for USB-based deployment (no compression
password is configured when the device is delivered). If the file osp_settings.zip is used for
USB-based deployment, the device must have the compression password for USB-based
deployment. For details about how to set the password, see 15.5.4 Setting the Password
of the Compressed Configuration File for USB-based Deployment. The files
osp_settings.db and osp_settings.zip are mutually exclusive.

Configuration Process

If only the Android OS software is used, see 15.5.1 USB-based Deployment Using
Only the Android OS Software for the deployment process. If only the
configuration file is used, see 15.5.2 USB-based Deployment Using Only the
Configuration File for the deployment process. If both the Android OS software
and configuration file are used, see 15.5.3 USB-based Deployment Using the
Android OS Software and Configuration File for the deployment process.

15.5.1 USB-based Deployment Using Only the Android OS

Software

Preparation

Files to Be Loaded

The following files need to be loaded:

update.zip: indicates the target Android OS upgrade file, with the file name
extension .zip.

unlmt.cfg: indicates the unlimited upgrade. If this file is loaded, the device
with the USB flash drive installed can be upgraded repeatedly.
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e once.cfg: indicates the one-time upgrade. If this file is loaded, the device with
the USB flash drive installed is upgraded only once. After the upgrade
succeeds, the device will not be upgraded again.

(11 NOTE

To download update.zip, visit http://support.huawei.com/enterprise and log in using a
registered user account. If you do not have a user account, click Register to apply for an
account first. Choose Downloads > Enterprise Networking > Enterprise Gateway >

Application Router. Download the Android OS software based on the device model and
version.

The files once.cfg and unlmt.cfg are two empty text files created by users. The two files are
mutually exclusive.

Copying Files

Create the folder dload in the root directory of the USB flash drive, and copy the
files update.zip and once.cfg, or update.zip and unlmt.cfg to the folder dload.

Upgrade Process

After the Android OS runs properly and you log in the system, install the USB flash
drive and start the upgrade.

(10 NOTE

e Do not power off the device when the device is copying files. Otherwise, the upgrade
may fail or the device cannot start.

e Do not remove the USB flash drive before the upgrade is complete. Otherwise, data in
the USB flash drive may be damaged.

e Do not install multiple USB flash drives simultaneously for USB-based deployment.

e One-time upgrade: After the USB flash drive is installed, the device checks
whether the sizes (byte-level precision) of the file update.zip in use and that
in the USB flash drive are the same. If not, the device performs the upgrade.
After the upgrade succeeds, the device automatically restarts and runs the
upgrade file update.zip. In this case, the file update.zip in use and that in the
USB flash drive have the same size. The device will not perform an upgrade if
it restarts.

e Unlimited upgrade: After the USB flash drive is installed, the device
automatically restarts and performs the upgrade without comparing the sizes
of the file update.zip in use and that in the USB flash drive. After the upgrade
succeeds, an upgrade success message is displayed on the screen connected to
the device. The device does not restart or keep upgrading. After the USB flash
drive is removed, the device restarts, and the upgrade is complete.

Verifying the Configuration

In the Android OS, choose Settings > ALL settings > SYSTEM > About AR >
Android version and check whether the Android version changes after the
upgrade.
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15.5.2 USB-based Deployment Using Only the Configuration
File

Preparation
Files to Be Loaded
The following files need to be loaded:

e osp_settings.db: indicates the target Android OS configuration file, with the
file name extension .db.

e osp_settings.zip: indicates the target Android OS configuration file, with the
file name extension .zip.

e unlmt.cfg: indicates the unlimited upgrade. If this file is loaded, the device
with the USB flash drive installed can be upgraded repeatedly.

e once.cfg: indicates the one-time upgrade. If this file is loaded, the device with
the USB flash drive installed is upgraded only once. After the upgrade
succeeds, the device will not be upgraded again.

(1 NOTE

The file osp_settings.db can only be used for the first USB-based deployment when the
device does not have a compression password for USB-based deployment (no compression
password is configured when the device is delivered). The file osp_settings.zip is an
encrypted and compressed configuration file. If the file osp_settings.zip is used for USB-
based deployment, the device must have the compression password for USB-based
deployment. The files osp_settings.db and osp_settings.zip are mutually exclusive.

Currently, the device supports only the following two encryption modes:

e  Simple text encryption: For example, when you compress a .db configuration file into
a .zip file, you can enter a password in the compression software to encrypt the
configuration file.

e  AES256 encryption algorithm: For example, when you compress a .db configuration
file into a .zip file, you can select the AES256 mode and enter a password in the
compression software to encrypt the configuration file. This encryption mode is
recommended because it is more secure.

To improve security, you are advised to encrypt the configuration file to be loaded. The
encryption password of the configuration file must be the same as the password of the
compressed configuration file for USB-based deployment on the device. For details about
how to configure the password of the compressed configuration file, see 15.5.4 Setting the
Password of the Compressed Configuration File for USB-based Deployment.

The files once.cfg and unlmt.cfg are two empty text files created by users. The two files
are mutually exclusive.

Copying Files

Create the folder dload in the root directory of the USB flash drive, and copy the
files osp_settings.db and once.cfg, osp_settings.db and unlmt.cfg,
osp_settings.zip and once.cfg, or osp_settings.zip and unlmt.cfg to the folder.

USB-based Deployment Process

After the device runs properly, install the USB flash drive and start the upgrade.
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(11 NOTE

e Do not power off the device when the device is copying files. Otherwise, the USB-based
deployment may fail or the device cannot start.

e Do not remove the USB flash drive before the device restarts. Otherwise, data in the USB
flash drive may be damaged or the USB-based deployment may fail.

e Do not install multiple USB flash drives simultaneously for USB-based deployment.

Configuration file: osp_settings.db

This file can only be used for the first USB-based deployment when the device
does not have the password of the compressed configuration file for USB-
based deployment. The deployment files can be osp_settings.db and
once.cfg, or osp_settings.db and unlmt.cfg.

The file osp_settings.db needs to carry the password of the compressed
configuration file for the second USB-based deployment. The password is
used for decompressing the configuration file osp_settings.zip in future USB-
based deployments.

After the USB flash drive is installed, the device copies the configuration file
osp_settings.db. After the USB-based deployment is complete, the device
automatically restarts. After the device restarts and displays the Android OS
login page, remove the USB flash drive.

Configuration file: osp_settings.zip

This file applies to USB-based deployment scenarios where the device has the
password of the compressed configuration file.

- One-time USB-based deployment using the deployment files
osp_settings.zip and once.cfg

After the USB flash drive is installed, the device checks whether the
timestamp on the device is the same as that in the configuration file
osp_settings.zip. If not, the device decompresses and loads the
configuration file osp_settings.zip. After the device restarts and displays
the Android OS login page, remove the USB flash drive.

- Unlimited USB-based deployment using the deployment files
osp_settings.zip and unlmt.cfg

After the USB flash drive is installed, the device decompresses the
configuration file osp_settings.zip and automatically restarts. After the
device restarts and displays the Android OS login page, remove the USB
flash drive.

15.5.3 USB-based Deployment Using the Android OS Software
and Configuration File

Preparation

Files to Be Loaded

The following files need to be loaded:

update.zip: indicates the target Android OS upgrade file, with the file name
extension .zip.

osp_settings.db: indicates the target Android OS configuration file, with the
file name extension .db.
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osp_settings.zip: indicates the target Android OS configuration file, with the
file name extension .zip.

e unlmt.cfg: indicates the unlimited upgrade. If this file is loaded, the device
with the USB flash drive installed can be upgraded repeatedly.

e once.cfg: indicates the one-time upgrade. If this file is loaded, the device with
the USB flash drive installed is upgraded only once. After the upgrade
succeeds, the device will not be upgraded again.

{11 NOTE

The file osp_settings.db can only be used for the first USB-based deployment when the
device does not have a compression password for USB-based deployment (no compression
password is configured when the device is delivered). The file osp_settings.zip is an
encrypted and compressed configuration file. If the file osp_settings.zip is used for USB-
based deployment, the device must have the compression password for USB-based
deployment. The files osp_settings.db and osp_settings.zip are mutually exclusive.

Currently, the device supports only the following two encryption modes:

e  Simple text encryption: For example, when you compress a .db configuration file into
a .zip file, you can enter a password in the compression software to encrypt the
configuration file.

e  AES256 encryption algorithm: For example, when you compress a .db configuration
file into a .zip file, you can select the AES256 mode and enter a password in the
compression software to encrypt the configuration file. This encryption mode is
recommended because it is more secure.

To improve security, you are advised to encrypt the configuration file to be loaded. The
encryption password of the configuration file must be the same as the password of the
compressed configuration file for USB-based deployment on the device. For details about
how to configure the password of the compressed configuration file, see 15.5.4 Setting the
Password of the Compressed Configuration File for USB-based Deployment.

The files once.cfg and unlmt.cfg are two empty text files created by users. The two files
are mutually exclusive.

Copying Files

Create the folder dload in the root directory of the USB flash drive, and copy one
of the following deployment file combinations to the folder:

update.zip, osp_settings.db, and once.cfg
update.zip, osp_settings.db, and unlmt.cfg
update.zip, osp_settings.zip, and once.cfg
update.zip, osp_settings.zip, and unlmt.cfg

USB-based Deployment Process

After the Android OS runs properly and you log in the system, install the USB flash
drive and start the USB-based deployment.

(11 NOTE

e Do not power off the device when the device is copying files. Otherwise, the USB-based
deployment may fail or the device cannot start.

e Do not remove the USB flash drive before the USB-based deployment is complete.
Otherwise, data in the USB flash drive may be damaged or the USB-based deployment
may fail.

e Do not install multiple USB flash drives simultaneously for USB-based deployment.
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Deployment files: update.zip, osp_settings.db, and once.cfg

These files can only be used for the first USB-based deployment when the
device does not have the password of the compressed configuration file for
USB-based deployment.

After the USB flash drive is installed, the device checks whether the sizes
(byte-level precision) of the file update.zip in use and that in the USB flash
drive are the same. If not, the device performs the upgrade and copies the
configuration file osp_settings.db. After the deployment succeeds, the device
automatically restarts. After the device restarts and displays the Android OS
login page, remove the USB flash drive.

Deployment files: update.zip, osp_settings.db, and unlmt.cfg

These files can only be used for the first USB-based deployment when the
device does not have the password of the compressed configuration file for
USB-based deployment.

After the USB flash drive is installed, the device automatically performs the
upgrade without comparing the sizes of the file update.zip in use and that in
the USB flash drive, and copies the configuration file osp_settings.db. After
the upgrade succeeds, an upgrade success message is displayed on the screen
connected to the device. The device does not restart and will not be deployed
repeatedly. After the USB flash drive is removed, the device restarts, and the
deployment is complete.

Deployment files: update.zip, osp_settings.zip, and once.cfg

These files apply to scenarios where the device have the password of the
compressed configuration file for USB-based deployment. For details about
how to set the password, see 15.5.4 Setting the Password of the
Compressed Configuration File for USB-based Deployment.

After the USB flash drive is installed, the device checks whether the sizes
(byte-level precision) of the file update.zip in use and that in the USB flash
drive are the same. If not, the device upgrades the Android OS software.

The device checks whether the timestamp on the device is the same as that in
the configuration file osp_settings.zip. If not, the device decompresses and
loads the configuration file osp_settings.zip to the device.

After the deployment succeeds, the device restarts and displays the Android
OS login page, remove the USB flash drive.

Deployment files: update.zip, osp_settings.zip, and unlmt.cfg

These files apply to scenarios where the device have the password of the
compressed configuration file for USB-based deployment. For details about
how to set the password, see 15.5.4 Setting the Password of the
Compressed Configuration File for USB-based Deployment.

After the USB flash drive is installed, the device automatically performs the
upgrade without comparing the sizes of the file update.zip in use and that in
the USB flash drive, and decompresses the configuration file osp_settings.zip.
After the deployment succeeds, an upgrade success message is displayed on
the screen connected to the device. The device does not restart and will not
be deployed repeatedly. After the USB flash drive is removed, the device
restarts, and the deployment is complete.
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Verifying the Configuration

In the Android OS, choose Settings > ALL settings > SYSTEM > About AR >
Android version and check whether the Android version changes after the
upgrade.

15.5.4 Setting the Password of the Compressed Configuration
File for USB-based Deployment

Context

If the configuration file osp_settings.zip is used for USB-based deployment, the
password for the configuration file osp_settings.zip must be the same as the
password of the compressed configuration file for USB-based deployment in the
Android OS on the device; otherwise, the USB-based deployment fails. In the first
USB-based deployment, if the device does not contain the password of the
compressed configuration file for USB-based deployment in the Android OS or the
password is forgotten, you need to perform the following operations to set the
password.

Procedure

Step 1 Choose Settings > Security. The Security page is displayed, as shown in Figure
15-7.

Figure 15-7 Security page
#Securily

DEVICE ADMINISTRATION

Change password

Modify the lock screen time/s

Set password for compression profiles

LOG SETTINGS
Log ON

get log when open

Step 2 Click Set password for compression profiles. In the dialog box that is displayed,
enter the Android OS login password and the password of the compressed
configuration file for USB-based deployment in the Android OS, and click OK, as
shown in Figure 15-8.
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Figure 15-8 Setting the password of the compressed configuration file for USB-
based deployment

----End
15.6 FAQ About Android OS Management

15.6.1 How Do | Configure the Screen Rotation Function?

Procedure

Step 1 Choose Settings > Display. The PERSONALIZED page is displayed, as shown in
Figure 15-9.

Figure 15-9 Personalized page
‘*Display
Change the bootanimation

Font size
Normal

HDMI setting
Screen Orientation Landscape

Display settings
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Step 2 Click Screen Orientation Landscape. The Landscape settings dialog box is
displayed. Click OK to configure the screen rotation function. The function takes
effect after the device restarts.

----End

15.6.2 How Do | Set the Screen Resolution?

A proper resolution ensures good visual effect.

Procedure

Step 1 Choose Settings > Display. The PERSONALIZED page is displayed, as shown in
Figure 15-10.

Figure 15-10 Personalized page
* Display
Change the bootanimation

Font size
Normal

HDMI setting

Screen Orientation Landscape

Display settings

Step 2 Click HDMI setting. Select the screen resolution in the HDMI settings dialog box
that is displayed, as shown in Figure 15-11.

Figure 15-11 HDMI settings dialog box

HD
AUTO

720p 60HZ
1080p 60HZ
768p 60Hz
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Step 3 After the screen resolution is selected, the system displays a dialog box. Click ok.

The device restarts immediately. The configured screen resolution takes effect
after the device restarts. If you click cancel or do not click ok within 10 seconds,
the system restores the original screen resolution.

--—-End

15.6.3 How Do | Configure Display Settings?

Context

Procedure

Step 1

Step 2

The Display settings dialog box provides three options: Lock aspect ratio, Stretch
to full screen, and Manual.

e Lock aspect ratio: A page is displayed in the normal aspect ratio. Most
televisions use this mode.

e Stretch to full screen: This mode applies to displays. A page is displayed in
full screen mode. If the page is not displayed in full screen mode or cannot be
displayed clearly, select this mode to adjust the display effect.

e Manual: You can manually adjust the display effect based on the display or
television.

Configure display settings based on the actual situation.

Choose Settings > Display. The PERSONALIZED page is displayed, as shown in
Figure 15-12.

Figure 15-12 Personalized page
# Display
Change the bootanimation

Font size
Normal

HDMI setting

Screen Orientation Landscape

Display settings

Click Display settings. Set the display in the Display settings dialog box that is
displayed.

e If you select Lock aspect ratio or Stretch to full screen, the configuration
takes effect immediately.

e If you select Manual, go to Step 3.
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Figure 15-13 Display settings dialog box

Display settings

Lock aspect ratio
Stretch to full screen

Manual

Step 3 Click Manual. The Screen resize dialog box is displayed. Set the width and height
based on actual display requirements, and click OK, as shown in Figure 15-14. The
configuration takes effect.

Figure 15-14 Screen resize dialog box

--—-End

What If the Page Is Not Displayed in Full Screen or Cannot Be Displayed
Clearly?

The solution is as follows:

Select Stretch to full screen to adjust the display effect.

2. If the image is beyond the display range after you select Stretch to full
screen, the problem is caused by the display device. In this case, you can
adjust the display device. The adjustment methods vary according to different
display devices. Make correct adjustments according to the specific model.
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